
HEALTH I NSURANCE PORTABI LI TY AND ACCOUNTABI LI TY ACT 

OF 1 9 9 6  

Public Law  1 0 4 - 1 9 1  

1 0 4 th Congress 

An Act  

To amend the I nternal Revenue Code of 1986 to improve portabilit y and cont inuity of 
health insurance coverage in the group and individual markets, to combat  waste, 
fraud, and abuse in health insurance and health care delivery, to promote the use of 
medical savings accounts, to improve access to long- term  care services and 
coverage, to simplify the adm inist rat ion of health insurance, and for other purposes. 

Be it  enacted by the Senate and House of Representat ives of the United States of 
America in Congress assembled, 

SECTI ON 1 . SHORT TI TLE; TABLE OF CONTENTS. 

(a)  SHORT TI TLE.- -This Act  may be cited as the "Health I nsurance Portabilit y and 
Accountabilit y Act  of 1996". 

(b)  TABLE OF CONTENTS.- -The table of contents of this Act  is as follows:  

Sec. 1. Short  t it le;  table of contents. 

TI TLE I - - HEALTH CARE ACCESS, PORTABI LI TY, AND RENEW ABI LI TY 

... 

TI TLE I I - - PREVENTI NG HEALTH CARE FRAUD AND ABUSE; ADMI NI STRATI VE 

SI MPLI FI CATI ON; MEDI CAL LI ABI LI TY REFORM  

... 

Subt it le  F- - Adm inist rat ive Sim plificat ion  

• Sec. 261. Purpose.

• Sec. 262. Adm inist rat ive simplificat ion.

"Part  C- - Adm inist rat ive Sim plificat ion  

• "Sec. 1171. Definit ions.

• "Sec. 1172. General requirements for adopt ion of standards.

• "Sec. 1173. Standards for informat ion t ransact ions and data elements.

• "Sec. 1174. Timetables for adopt ion of standards.

• "Sec. 1175. Requirements.

• "Sec. 1176. General penalty for failure to comply with requirem ents and 
standards.

• "Sec. 1177. Wrongful disclosure of individually ident ifiable health informat ion.



• "Sec. 1178. Effect  on State law.

• "Sec. 1179. Processing payment  t ransact ions." .

Sec. 263. Changes in membership and dut ies of Nat ional Commit tee on Vital and 
Health Stat ist ics.

Sec. 264. Recommendat ions with respect  to privacy of certain health informat ion.

... 

Subt it le  F- - Adm inist rat ive Sim plificat ion 

SEC. 2 6 1 . PURPOSE. 

I t  is the purpose of this subt it le to improve the Medicare program under t it le XVI I I  of 
the Social Security Act , the medicaid program under t it le XI X of such Act , and the 
efficiency and effect iveness of the health care system, by encouraging the 
development  of a health informat ion system through the establishment  of standards 
and requirements for the elect ronic t ransm ission of certain health informat ion. 

SEC. 2 6 2 . ADMI NI STRATI VE SI MPLI FI CATI ON. 

(a)  I N GENERAL.- -Tit le XI  (42 U.S.C. 1301 et  seq.)  is amended by adding at  the end 
the following:  

"PART C- -ADMI NI STRATI VE SIMPLI FI CATI ON 

"DEFI NI TI ONS 

"SEC. 1 1 7 1 . For purposes of this part :  

" (1)  CODE SET.- -The term  'code set ' means any set  of codes used for encoding data 
elem ents, such as tables of terms, medical concepts, medical diagnost ic codes, or 
medical procedure codes. 

" (2)  HEALTH CARE CLEARI NGHOUSE.- -The term  'health care clear inghouse' means a 
public or pr ivate ent ity that  processes or facilitates the processing of nonstandard 
data elements of health informat ion into standard data elements. 

" (3)  HEALTH CARE PROVI DER.- -The term  'health care provider ' includes a provider of 
services (as defined in sect ion 1861(u) ) , a provider of medical or other health 
services (as defined in sect ion 1861(s) ) , and any other person furnishing health care 
services or supplies. 

" (4)  HEALTH I NFORMATI ON.- -The term  'health informat ion' means any informat ion, 
whether oral or recorded in any form  or medium, that - -  

" (A)  is created or received by a health care provider, health plan, public health 
authority, employer, life insurer, school or university, or health care clearinghouse;  
and 



" (B)  relates to the past , present , or future physical or mental health or condit ion of 
an individual, the provision of health care to an individual, or the past , present , or 
future payment  for the provision of health care to an individual. 

" (5)  HEALTH PLAN.- -The term  'health plan' means an individual or group plan that  
provides, or pays the cost  of, medical care (as such term  is defined in sect ion 2791 
of the Public Health Service Act ) . Such term  includes the following, and any 
combinat ion thereof:  

" (A)  A group health plan (as defined in sect ion 2791(a)  of the Public Health Service 
Act ) , but  only if the plan- -  

" ( i)  has 50 or more part icipants (as defined in sect ion 3(7)  of the Employee 
Ret irement  I ncome Security Act  of 1974) ;  or 

" ( ii)  is adm inistered by an ent ity other than the employer who established and 
maintains the plan. 

" (B)  A health insurance issuer (as defined in sect ion 2791(b)  of the Public Health 
Service Act ) . 

" (C)  A health maintenance organizat ion (as defined in sect ion 2791(b)  of the Public 
Health Service Act ) . 

" (D)  Part  A or part  B of the Medicare program under t it le XVI I I .  

" (E)  The medicaid program under t it le XI X. 

" (F)  A Medicare supplemental policy (as defined in sect ion 1882(g) (1) ) . 

" (G)  A long- term  care policy, including a nursing home fixed indemnity policy (unless 
the Secretary determ ines that  such a policy does not  provide sufficient ly 
comprehensive coverage of a benefit  so that  the policy should be t reated as a health 
plan) . 

" (H)  An employee welfare benefit  plan or any other arrangement  which is established 
or maintained for the purpose of offer ing or providing health benefits to the 
employees of 2 or more employers. 

" ( I )  The health care program for act ive m ilitary personnel under t it le 10, United 
States Code. 

" (J)  The veterans health care program under chapter 17 of t it le 38, United States 
Code. 

" (K)  The Civilian Health and Medical Program of the Uniformed Services (CHAMPUS) , 
as defined in sect ion 1072(4)  of t it le 10, United States Code. 



" (L)  The I ndian health service program under the I ndian Health Care I mprovement  
Act  (25 U.S.C. 1601 et  seq.) . 

" (M)  The Federal Employees Health Benefit  Plan under chapter 89 of t it le 5, United 
States Code. 

" (6)  I NDI VIDUALLY I DENTI FI ABLE HEALTH I NFORMATI ON.- -The term  'individually 
ident ifiable health informat ion' means any informat ion, including demographic 
informat ion collected from an individual, that - -  

" (A)  is created or received by a health care provider, health plan, employer, or 
health care clear inghouse;  and 

"(B)  relates to the past , present , or future physical or mental health or condit ion of 
an individual, the provision of health care to an individual, or the past , present , or 
future payment  for the provision of health care to an individual, and- -  

" ( i)  ident ifies the individual;  or 

" ( ii)  with respect  to which there is a reasonable basis to believe that  the informat ion 
can be used to ident ify the individual. 

" (7)  STANDARD.- -The term  'standard', when used with reference to a data element  
of health informat ion or a t ransact ion referred to in sect ion 1173(a) (1) , means any 
such data element  or t ransact ion that  meets each of the standards and 
implementat ion specificat ions adopted or established by the Secretary with respect  
to the data elem ent  or t ransact ion under sect ions 1172 through 1174. 

" (8)  STANDARD SETTING ORGANI ZATI ON.- -The term  'standard set t ing organizat ion' 
means a standard set t ing organizat ion accredited by the American Nat ional 
Standards I nst itute, including the Nat ional Council for Prescript ion Drug Programs, 
that  develops standards for informat ion t ransact ions, data elements, or any other 
standard that  is necessary to, or will facilitate, the implementat ion of this part . 

"GENERAL REQUI REMENTS FOR ADOPTI ON OF STANDARDS 

"SEC. 1 1 7 2 . (a)  APPLICABI LI TY.- -Any standard adopted under this part  shall apply, 
in whole or in part , to the following persons:  

" (1)  A health plan. 

" (2)  A health care clearinghouse. 

" (3)  A health care provider who t ransm its any health informat ion in elect ronic form  
in connect ion with a t ransact ion referred to in sect ion 1173(a) (1) . 

" (b)  REDUCTI ON OF COSTS.- -Any standard adopted under this part  shall be 
consistent  with the object ive of reducing the adm inist rat ive costs of providing and 
paying for health care. 



" (c)  ROLE OF STANDARD SETTI NG ORGANI ZATI ONS.- -  

" (1)  I N GENERAL.- -Except  as provided in paragraph (2) , any standard adopted under 
this part  shall be a standard that  has been developed, adopted, or modified by a 
standard set t ing organizat ion. 

" (2)  SPECI AL RULES.- -  

" (A)  DI FFERENT STANDARDS.- -The Secretary may adopt  a standard that  is different  
from any standard developed, adopted, or modified by a standard set t ing 
organizat ion, if- -  

" ( i)  the different  standard will substant ially reduce adm inist rat ive costs to health care 
providers and health plans compared to the alternat ives;  and 

"( ii)  the standard is promulgated in accordance with the rulemaking procedures of 
subchapter I I I  of chapter 5 of t it le 5, United States Code. 

" (B)  NO STANDARD BY STANDARD SETTI NG ORGANI ZATI ON.- - I f no standard set t ing 
organizat ion has developed, adopted, or modified any standard relat ing to a standard 
that  the Secretary is authorized or required to adopt  under this part - -  

" ( i)  paragraph (1)  shall not  apply;  and 

"( ii)  subsect ion ( f)  shall apply. 

(3)  CONSULTATI ON REQUI REMENT.- -  

" (A)  I N GENERAL.- -A standard may not  be adopted under this part  unless- -  

" ( i)  in the case of a standard that  has been developed, adopted, or modified by a 
standard set t ing organizat ion, the organizat ion consulted with each of the 
organizat ions described in subparagraph (B)  in the course of such development , 
adopt ion, or modificat ion;  and 

"( ii)  in the case of any other standard, the Secretary, in complying with the 
requirements of subsect ion ( f) ,  consulted with each of the organizat ions described in 
subparagraph (B)  before adopt ing the standard. 

" (B)  ORGANI ZATI ONS DESCRI BED.- -The organizat ions referred to in subparagraph 
(A)  are the following:  

" ( i)  The Nat ional Uniform  Billing Commit tee. 

" ( ii)  The Nat ional Uniform  Claim  Commit tee. 

" ( iii)  The Workgroup for Elect ronic Data I nterchange. 

" ( iv)  The American Dental Associat ion. 



" (d)  I MPLEMENTATI ON SPECI FICATI ONS.- -The Secretary shall establish 

specificat ions for implement ing each of the standards adopted under this 

part . 

" (e)  PROTECTI ON OF TRADE SECRETS.- -Except  as otherwise required by law, a 
standard adopted under this part  shall not  require disclosure of t rade secrets or 
confident ial commercial informat ion by a person required to comply with this part . 

" ( f)  ASSI STANCE TO THE SECRETARY.- - I n complying with the requirements of this 
part , the Secretary shall rely on the recommendat ions of the Nat ional Commit tee on 
Vital and Health Stat ist ics established under sect ion 306(k)  of the Public Health 
Service Act  (42 U.S.C. 242k(k) ) , and shall consult  with appropriate Federal and State 
agencies and private organizat ions. The Secretary shall publish in the Federal 
Register any recommendat ion of the Nat ional Commit tee on Vital and Health 
Stat ist ics regarding the adopt ion of a standard under this part . 

(g)  APPLI CATI ON TO MODI FI CATIONS OF STANDARDS.- -This sect ion shall apply to a 
modificat ion to a standard ( including an addit ion to a standard)  adopted under 
sect ion 1174(b)  in the same manner as it  applies to an init ial standard adopted 
under sect ion 1174(a) . 

"STANDARDS FOR I NFORMATI ON TRANSACTI ONS AND DATA ELEMENTS 

"SEC. 1 1 7 3 . (a)  STANDARDS TO ENABLE ELECTRONIC EXCHANGE.- -  

" (1)  I N GENERAL.- -The Secretary shall adopt  standards for t ransact ions, and data 
elem ents for such t ransact ions, to enable health informat ion to be exchanged 
elect ronically, that  are appropriate for- -  

" (A)  the financial and adm inist rat ive t ransact ions described in paragraph (2) ;  and 

"(B)  other financial and adm inist rat ive t ransact ions determ ined appropriate by the 
Secretary, consistent  with the goals of improving the operat ion of the health care 
system and reducing adm inist rat ive costs. 

" (2)  TRANSACTI ONS.- -The t ransact ions referred to in paragraph (1) (A)  are 
t ransact ions with respect  to the following:  

" (A)  Health claims or equivalent  encounter informat ion. 

" (B)  Health claims at tachments. 

" (C)  Enrollment  and disenrollm ent  in a health plan. 

" (D)  Eligibilit y for a health plan. 

" (E)  Health care payment  and rem it tance advice. 



" (F)  Health plan prem ium payments. 

" (G)  First  report  of injury. 

" (H)  Health claim  status. 

" ( I )  Referral cert ificat ion and authorizat ion. 

" (3)  ACCOMMODATI ON OF SPECI FIC PROVI DERS.- -The standards adopted by the 
Secretary under paragraph (1)  shall accommodate the needs of different  types of 
health care providers. 

(b)  UNI QUE HEALTH I DENTI FIERS.- -  

" (1)  I N GENERAL.- -The Secretary shall adopt  standards providing for a standard 
unique health ident ifier for each individual, employer, health plan, and health care 
provider for use in the health care system. I n carrying out  the preceding sentence for 
each health plan and health care provider, the Secretary shall take into account  
mult iple uses for ident ifiers and mult iple locat ions and specialty classif icat ions for 
health care providers. 

" (2)  USE OF I DENTI FIERS.- -The standards adopted under paragraph (1)  shall specify 
the purposes for which a unique health ident ifier may be used. 

(c)  CODE SETS.- -  

" (1)  I N GENERAL.- -The Secretary shall adopt  standards that - -  

" (A)  select  code sets for appropriate data elem ents for the t ransact ions referred to in 
subsect ion (a) (1)  from among the code sets that  have been developed by private 
and public ent it ies;  or 

" (B)  establish code sets for such data elements if no code sets for the data elements 
have been developed. 

" (2)  DI STRI BUTI ON.- -The Secretary shall establish efficient  and low-cost  procedures 
for dist r ibut ion ( including elect ronic dist r ibut ion)  of code sets and modificat ions made 
to such code sets under sect ion 1174(b) . 

(d)  SECURITY STANDARDS FOR HEALTH INFORMATI ON.- -  

" (1)  SECURI TY STANDARDS.- -The Secretary shall adopt  security standards that - -  

" (A)  take into account - -  

" ( i)  the technical capabilit ies of record systems used to maintain health informat ion;  

" ( ii)  the costs of security measures;  



" ( iii)  the need for t raining persons who have access to health informat ion;  

" ( iv)  the value of audit  t rails in computerized record systems;  and 

"(v)  the needs and capabilit ies of small health care providers and rural health care 
providers (as such providers are defined by the Secretary) ;  and 

"(B)  ensure that  a health care clearinghouse, if it  is part  of a larger organizat ion, has 
policies and security procedures which isolate the act ivit ies of the health care 
clear inghouse with respect  to processing informat ion in a manner that  prevents 
unauthorized access to such informat ion by such larger organizat ion. 

" (2)  SAFEGUARDS.- -Each person described in sect ion 1172(a)  who maintains or 
t ransm its health informat ion shall maintain reasonable and appropriate 
adm inist rat ive, technical, and physical safeguards- -  

" (A)  to ensure the integrity and confident ialit y of the informat ion;  

" (B)  to protect  against  any reasonably ant icipated- -  

" ( i)  threats or hazards to the security or integrity of the informat ion;  and 

"( ii)  unauthorized uses or disclosures of the informat ion;  and 

"(C)  otherwise to ensure compliance with this part  by the officers and employees of 
such person. 

(e)  ELECTRONI C SI GNATURE.- -  

" (1)  STANDARDS.- -The Secretary, in coordinat ion with the Secretary of Commerce, 
shall adopt  standards specifying procedures for the elect ronic t ransmission and 
authent icat ion of signatures with respect  to the t ransact ions referred to in subsect ion 
(a) (1) . 

" (2)  EFFECT OF COMPLI ANCE.- -Compliance with the standards adopted under 
paragraph (1)  shall be deemed to sat isfy Federal and State statutory requirements 
for writ ten signatures with respect  to the t ransact ions referred to in subsect ion 
(a) (1) . 

( f)  TRANSFER OF I NFORMATI ON AMONG HEALTH PLANS.- -The Secretary shall adopt  
standards for t ransferr ing among health plans appropriate standard data elements 
needed for the coordinat ion of benefits, the sequent ial processing of claims, and 
other data elem ents for individuals who have more than one health plan. 

"TI METABLES FOR ADOPTI ON OF STANDARDS 

"SEC. 1 1 7 4 . (a)  I NI TI AL STANDARDS.- -The Secretary shall carry out  sect ion 1173 
not  later than 18 months after the date of the enactment  of the Health I nsurance 



Portabilit y and Accountabilit y Act  of 1996, except  that  standards relat ing to claim s 
at tachments shall be adopted not  later than 30 months after such date. 

" (b)  ADDI TIONS AND MODI FI CATIONS TO STANDARDS.- -  

" (1)  I N GENERAL.- -Except  as provided in paragraph (2) , the Secretary shall review 
the standards adopted under sect ion 1173, and shall adopt  modificat ions to the 
standards ( including addit ions to the standards) , as determ ined appropriate, but  not  
more frequent ly than once every 12 months. Any addit ion or modificat ion to a 
standard shall be completed in a manner which m inim izes the disrupt ion and cost  of 
compliance. 

" (2)  SPECI AL RULES.- -  

" (A)  FI RST 12-MONTH PERI OD.- -Except  with respect  to addit ions and modificat ions 
to code sets under subparagraph (B) , the Secretary may not  adopt  any modificat ion 
to a standard adopted under this part  during the 12-month period beginning on the 
date the standard is init ially adopted, unless the Secretary determ ines that  the 
modificat ion is necessary in order to perm it  compliance with the standard. 

" (B)  ADDI TIONS AND MODI FI CATIONS TO CODE SETS.- -  

" ( i)  I N GENERAL.- -The Secretary shall ensure that  procedures exist  for the rout ine 
maintenance, test ing, enhancement , and expansion of code sets. 

" ( ii)  Addit ional rules.- - I f a code set  is modified under this subsect ion, the modified 
code set  shall include inst ruct ions on how data elements of health informat ion that  
were encoded prior to the modificat ion may be converted or t ranslated so as to 
preserve the informat ional value of the data elements that  existed before the 
modificat ion. Any modificat ion to a code set  under this subsect ion shall be 
implemented in a manner that  m inim izes the disrupt ion and cost  of complying with 
such modificat ion. 

"REQUI REMENTS 

"SEC. 1 1 7 5 . (a)  CONDUCT OF TRANSACTI ONS BY PLANS.- -  

" (1)  I N GENERAL.- - I f a person desires to conduct  a t ransact ion referred to in sect ion 
1173(a) (1)  with a health plan as a standard t ransact ion- -  

" (A)  the health plan may not  refuse to conduct  such t ransact ion as a standard 
t ransact ion;  

" (B)  the insurance plan may not  delay such t ransact ion, or otherwise adversely 
affect , or at tempt  to adversely affect , the person or the t ransact ion on the ground 
that  the t ransact ion is a standard t ransact ion;  and 

"(C)  the informat ion t ransm it ted and received in connect ion with the t ransact ion 
shall be in the form  of standard data elements of health informat ion. 



" (2)  SATI SFACTI ON OF REQUI REMENTS.- -A health plan may sat isfy the 
requirements under paragraph (1)  by- -  

" (A)  direct ly t ransm it t ing and receiving standard data elements of health 
informat ion;  or 

" (B)  subm it t ing nonstandard data elem ents to a health care clear inghouse for 
processing into standard data elements and t ransm ission by the health care 
clear inghouse, and receiving standard data elements through the health care 
clear inghouse. 

" (3)  TI METABLE FOR COMPLI ANCE.- -Paragraph (1)  shall not  be const rued to require 
a health plan to comply with any standard, implementat ion specificat ion, or 
modificat ion to a standard or specificat ion adopted or established by the Secretary 
under sect ions 1172 through 1174 at  any t ime prior to the date on which the plan is 
required to comply with the standard or specificat ion under subsect ion (b) . 

" (b)  COMPLI ANCE WI TH STANDARDS.- -  

" (1)  I NI TI AL COMPLI ANCE.- -  

" (A)  I N GENERAL.- -Not  later than 24 months after the date on which an init ial 
standard or implem entat ion specificat ion is adopted or established under sect ions 
1172 and 1173, each person to whom the standard or implementat ion specificat ion 
applies shall comply with the standard or specificat ion. 

" (B)  SPECI AL RULE FOR SMALL HEALTH PLANS.- - I n the case of a small health plan, 
paragraph (1)  shall be applied by subst itut ing '36 months' for '24 months'. For 
purposes of this subsect ion, the Secretary shall determ ine the plans that  qualify as 
small health plans. 

" (2)  COMPLI ANCE WI TH MODI FIED STANDARDS.- - I f the Secretary adopts a 
modificat ion to a standard or implementat ion specificat ion under this part , each 
person to whom the standard or implementat ion specificat ion applies shall comply 
with the modified standard or implementat ion specificat ion at  such t ime as the 
Secretary determ ines appropriate, taking into account  the t ime needed to comply 
due to the nature and extent  of the modificat ion. The t ime determ ined appropriate 
under the preceding sentence may not  be earlier than the last  day of the 180-day 
period beginning on the date such modificat ion is adopted. The Secretary may 
extend the t ime for compliance for small health plans, if the Secretary determ ines 
that  such extension is appropriate. 

" (3)  CONSTRUCTI ON.- -Nothing in this subsect ion shall be const rued to prohibit  any 
person from complying with a standard or specificat ion by- -  

" (A)  subm it t ing nonstandard data elem ents to a health care clear inghouse for 
processing into standard data elements and t ransm ission by the health care 
clear inghouse;  or 

" (B)  receiving standard data elements through a health care clear inghouse. 



"GENERAL PENALTY FOR FAI LURE TO COMPLY WI TH REQUI REMENTS AND 
STANDARDS 

"SEC. 1 1 7 6 . (a)  GENERAL PENALTY.- -  

" (1)  I N GENERAL.- -Except  as provided in subsect ion (b) , the Secretary shall impose 
on any person who violates a provision of this part  a penalty of not  more than $100 
for each such violat ion, except  that  the total amount  imposed on the person for all 
v iolat ions of an ident ical requirement  or prohibit ion during a calendar year may not  
exceed $25,000. 

" (2)  PROCEDURES.- -The provisions of sect ion 1128A (other than subsect ions (a)  and 
(b)  and the second sentence of subsect ion ( f) )  shall apply to the imposit ion of a civil 
money penalty under this subsect ion in the same manner as such provisions apply to 
the imposit ion of a penalty under such sect ion 1128A. 

" (b)  LI MI TATI ONS.- -  

" (1)  OFFENSES OTHERWI SE PUNISHABLE.- -A penalty may not  be imposed under 
subsect ion (a)  with respect  to an act  if the act  const itutes an offense punishable 
under sect ion 1177. 

" (2)  NONCOMPLI ANCE NOT DI SCOVERED.- -A penalty may not  be imposed under 
subsect ion (a)  with respect  to a provision of this part  if it  is established to the 
sat isfact ion of the Secretary that  the person liable for the penalty did not  know, and 
by exercising reasonable diligence would not  have known, that  such person violated 
the provision. 

" (3)  FAI LURES DUE TO REASONABLE CAUSE.- -  

" (A)  I N GENERAL.- -Except  as provided in subparagraph (B) , a penalty may not  be 
imposed under subsect ion (a)  if- -  

" ( i)  the failure to comply was due to reasonable cause and not  to willful neglect ;  and 

"( ii)  the failure to comply is corrected during the 30-day period beginning on the first  
date the person liable for the penalty knew, or by exercising reasonable diligence 
would have known, that  the failure to comply occurred. 

" (B)  EXTENSI ON OF PERI OD.- -  

" ( i)  NO PENALTY.- -The period referred to in subparagraph (A) ( ii)  may be extended 
as determ ined appropriate by the Secretary based on the nature and extent  of the 
failure to comply. 

" ( ii)  ASSI STANCE.- - I f the Secretary determ ines that  a person failed to comply 
because the person was unable to comply, the Secretary may provide technical 
assistance to the person during the period described in subparagraph (A) ( ii) .  Such 
assistance shall be provided in any manner determ ined appropriate by the Secretary. 



" (4)  REDUCTI ON.- - I n the case of a failure to comply which is due to reasonable 
cause and not  to willful neglect , any penalty under subsect ion (a)  that  is not  ent irely 
waived under paragraph (3)  may be waived to the extent  that  the payment  of such 
penalty would be excessive relat ive to the compliance failure involved. 

"WRONGFUL DI SCLOSURE OF I NDI VI DUALLY I DENTI FI ABLE HEALTH I NFORMATION 

"SEC. 1 1 7 7 . (a)  OFFENSE.- -A person who knowingly and in violat ion of this part - -  

" (1)  uses or causes to be used a unique health ident ifier;  

" (2)  obtains individually ident ifiable health informat ion relat ing to an individual;  or 

" (3)  discloses individually ident ifiable health informat ion to another person, 

shall be punished as provided in subsect ion (b) . 

" (b)  PENALTI ES.- -A person described in subsect ion (a)  shall- -  

" (1)  be fined not  more than $50,000, imprisoned not  more than 1 year, or both;  

" (2)  if the offense is commit ted under false pretenses, be fined not  more than 
$100,000, imprisoned not  more than 5 years, or both;  and 

"(3)  if the offense is commit ted with intent  to sell,  t ransfer, or use individually 
ident ifiable health informat ion for commercial advantage, personal gain, or malicious 
harm , be fined not  more than $250,000, imprisoned not  more than 10 years, or 
both. 

"EFFECT ON STATE LAW 

"SEC. 1 1 7 8 . (a)  GENERAL EFFECT.- -  

" (1)  GENERAL RULE.- -Except  as provided in paragraph (2) , a provision or 
requirement  under this part , or a standard or implementat ion specificat ion adopted 
or established under sect ions 1172 through 1174, shall supersede any cont rary 
provision of State law, including a provision of State law that  requires medical or 
health plan records ( including billing informat ion)  to be maintained or t ransm it ted in 
writ ten rather than elect ronic form . 

" (2)  EXCEPTI ONS.- -A provision or requirement  under this part , or a standard or 
implementat ion specificat ion adopted or established under sect ions 1172 through 
1174, shall not  supersede a cont rary provision of State law, if the provision of State 
law- -  

" (A)  is a provision the Secretary determ ines- -  

" ( i)  is necessary- -  



" ( I )  to prevent  fraud and abuse;  

" ( I I )  to ensure appropriate State regulat ion of insurance and health plans;  

" ( I I I )  for State report ing on health care delivery or costs;  or 

" ( I V)  for other purposes;  or 

" ( ii)  addresses cont rolled substances;  or 

" (B)  subject  to sect ion 264(c) (2)  of the Health I nsurance Portabilit y and 
Accountabilit y Act  of 1996, relates to the privacy of individually ident if iable health 
informat ion. 

" (b)  PUBLIC HEALTH.- -Nothing in this part  shall be const rued to invalidate or lim it  
the authority, power, or procedures established under any law providing for the 
report ing of disease or injury, child abuse, bir th, or death, public health surveillance, 
or public health invest igat ion or intervent ion. 

" (c)  STATE REGULATORY REPORTING.- -Nothing in this part  shall lim it  the abilit y of a 
State to require a health plan to report , or to provide access to, informat ion for 
management  audits, financial audits, program monitor ing and evaluat ion, facilit y 
licensure or cert ificat ion, or individual licensure or cert ificat ion. 

"PROCESSING PAYMENT TRANSACTI ONS BY FI NANCI AL INSTI TUTI ONS 

"SEC. 1 1 7 9 . To the extent  that  an ent ity is engaged in act ivit ies of a financial 
inst itut ion (as defined in sect ion 1101 of the Right  to Financial Privacy Act  of 1978) , 
or is engaged in authorizing, processing, clearing, set t ling, billing, 

t ransferr ing, reconciling, or collect ing payments, for a financial inst itut ion, this part , 
and any standard adopted under this part , shall not  apply to the ent ity with respect  
to such act ivit ies, including the following:  

" (1)  The use or disclosure of informat ion by the ent ity for authorizing, processing, 
clear ing, set t ling, billing, t ransferr ing, reconciling or collect ing, a payment  for, or 
related to, health plan prem iums or health care, where such payment  is made by any 
means, including a credit ,  debit ,  or other payment  card, an account , check, or 
elect ronic funds t ransfer. 

" (2)  The request  for, or the use or disclosure of, informat ion by the ent ity with 
respect  to a payment  described in paragraph (1) - -  

" (A)  for t ransferr ing receivables;  

" (B)  for audit ing;  

" (C)  in connect ion with- -  



" ( i)  a customer dispute;  or 

" ( ii)  an inquiry from, or to, a customer;  

" (D)  in a communicat ion to a customer of the ent ity regarding the customer's 
t ransact ions, payment  card, account , check, or elect ronic funds t ransfer;  

" (E)  for report ing to consumer report ing agencies;  or 

" (F)  for complying with- -  

" ( i)  a civil or cr im inal subpoena;  or 

" ( ii)  a Federal or State law regulat ing the ent ity." . 

(b)  CONFORMI NG AMENDMENTS.- -  

(1)  REQUI REMENT FOR MEDICARE PROVI DERS.- -Sect ion 1866(a) (1)  (42 U.S.C. 
1395cc(a) (1) )  is amended- -  

(A)  by st r ik ing ` ` and" at  the end of subparagraph (P) ;  

(B)  by st r ik ing the period at  the end of subparagraph (Q)  and insert ing " ;  and";  and 

(C)  by insert ing immediately after subparagraph (Q)  the following new 
subparagraph:  

" (R)  to cont ract  only with a health care clear inghouse (as defined in sect ion 1171)  
that  meets each standard and implementat ion specificat ion adopted or established 
under part  C of t it le XI  on or after the date on which the health care clearinghouse is 
required to comply with the standard or specificat ion." . 

(2)  TITLE HEADI NG.- -Tit le XI  (42 U.S.C. 1301 et  seq.)  is amended by st r ik ing the 
t it le heading and insert ing the following:  

"TI TLE XI - -GENERAL PROVI SI ONS, PEER REVIEW, AND ADMI NI STRATI VE 
SI MPLI FICATI ON". 

SEC. 2 6 3 . CHANGES I N  MEMBERSHI P AND DUTI ES OF NATI ONAL 

COMMI TTEE ON VI TAL AND HEALTH STATI STI CS.

Sect ion 306(k)  of the Public Health Service Act  (42 U.S.C. 242k(k) )  

is amended- -  

(1)  in paragraph (1) , by st r ik ing "16"  and insert ing "18";  

(2)  by amending paragraph (2)  to read as follows:  



" (2)  The members of the Commit tee shall be appointed from among persons who 
have dist inguished themselves in the fields of health stat ist ics, elect ronic interchange 
of health care informat ion, pr ivacy and security of elect ronic informat ion, populat ion-
based public health, purchasing or financing health care services, integrated 
computerized health informat ion systems, health services research, consumer 
interests in health informat ion, health data standards, epidem iology, and the 
provision of health services. Members of the Commit tee shall be appointed for terms 
of 4 years." ;  

(3)  by redesignat ing paragraphs (3)  through (5)  as paragraphs (4)  through (6) , 
respect ively, and insert ing after paragraph (2)  the following:  

" (3)  Of the members of the Commit tee- -  

" (A)  1 shall be appointed, not  later than 60 days after the date of the enactment  of 
the Health I nsurance Portabilit y and Accountabilit y Act  of 1996, by the Speaker of 
the House of Representat ives after consultat ion with the Minority Leader of the 
House of Representat ives;  

" (B)  1 shall be appointed, not  later than 60 days after the date of the enactment  of 
the Health I nsurance Portabilit y and Accountabilit y Act  of 1996, by the President  pro 
tempore of the Senate after consultat ion with the Minority Leader of the Senate;  and 

"(C)  16 shall be appointed by the Secretary." ;  

(4)  by amending paragraph (5)  (as so redesignated)  to read as follows:  

" (5)  The Commit tee- -  

" (A)  shall assist  and advise the Secretary- -  

" ( i)  to delineate stat ist ical problem s bearing on health and health services which are 
of nat ional or internat ional interest ;  

" ( ii)  to st imulate studies of such problems by other organizat ions and agencies 
whenever possible or to make invest igat ions of such problems through 
subcommit tees;  

" ( iii)  to determ ine, approve, and revise the terms, definit ions, classificat ions, and 
guidelines for assessing health status and health services, their dist r ibut ion and 
costs, for use ( I )  within the Department  of Health and Human Services, ( I I )  by all 
programs adm inistered or funded by the Secretary, including the Federal-State- local 
cooperat ive health stat ist ics system referred to in subsect ion (e) , and ( I I I )  to the 
extent  possible as determ ined by the head of the agency involved, by the 
Department  of Veterans Affairs, the Department  of Defense, and other Federal 
agencies concerned with health and health services;  

" ( iv)  with respect  to the design of and approval of health stat ist ical and health 
informat ion systems concerned with the collect ion, processing, and tabulat ion of 
health stat ist ics within the Department  of Health and Human Services, with respect  



to the Cooperat ive Health Stat ist ics System established under subsect ion (e) , and 
with respect  to the standardized means for the collect ion of health informat ion and 
stat ist ics to be established by the Secretary under subsect ion ( j ) (1) ;  

" (v)  to review and comment  on findings and proposals developed by other 
organizat ions and agencies and to make recommendat ions for their adopt ion or 
implementat ion by local, State, nat ional, or internat ional agencies;  

" (vi)  to cooperate with nat ional commit tees of other count r ies and with the World 
Health Organizat ion and other nat ional agencies in the studies of problems of mutual 
interest ;  

" (vii)  to issue an annual report  on the state of the Nat ion's health, it s health 
services, their costs and dist r ibut ions, and to make proposals for improvement  of the 
Nat ion's health stat ist ics and health informat ion systems;  and 

"(viii)  in complying with the requirements imposed on the Secretary under part  C of 
t it le XI  of the Social Security Act ;  

" (B)  shall study the issues related to the adopt ion of uniform  data standards for 
pat ient  medical record informat ion and the elect ronic exchange of such informat ion;  

" (C)  shall report  to the Secretary not  later than 4 years after the date of the 
enactment  of the Health I nsurance Portabilit y and Accountabilit y Act  of 1996 
recommendat ions and legislat ive proposals for such standards and elect ronic 
exchange;  and 

"(D)  shall be responsible generally for advising the Secretary and the Congress on 
the status of the implementat ion of part  C of t it le XI  of the Social Security Act ." ;  and 

(5)  by adding at  the end the following:  

" (7)  Not  later than 1 year after the date of the enactment  of the Health I nsurance 
Portabilit y and Accountabilit y Act  of 1996, and annually thereafter, the Commit tee 
shall subm it  to the Congress, and make public, a report  regarding the 
implementat ion of part  C of t it le XI  of the Social Security Act . Such report  shall 
address the following subjects, to the extent  that  the Commit tee determ ines 
appropriate:  

" (A)  The extent  to which persons required to comply with part  C of t it le XI  of the 
Social Security Act  are cooperat ing in implement ing the standards adopted under 
such part . 

" (B)  The extent  to which such ent it ies are meet ing the security standards adopted 
under such part  and the types of penalt ies assessed for noncompliance with such 
standards. 

" (C)  Whether the Federal and State Governments are receiving informat ion of 
sufficient  quality to meet  their responsibilit ies under such part . 



" (D)  Any problems that  exist  with respect  to implementat ion of such part . 

" (E)  The extent  to which t imetables under such part  are being met ." . 

SEC. 2 6 4 . RECOMMENDATI ONS W I TH RESPECT TO PRI VACY OF 

CERTAI N HEALTH I NFORMATI ON. 

(a)  I N GENERAL.- -Not  later than the date that  is 12 months after the date of the 
enactment  of this Act , the Secretary of Health and Human Services shall subm it  to 
the Commit tee on Labor and Human Resources and the Commit tee on Finance of the 
Senate and the Commit tee on Commerce and the Commit tee on Ways and Means of 
the House of Representat ives detailed recommendat ions on standards with respect  
to the privacy of individually ident if iable health informat ion. 

(b)  SUBJECTS FOR RECOMMENDATI ONS.- -The recommendat ions under subsect ion 
(a)  shall address at  least  the following:  

(1)  The r ights that  an individual who is a subject  of individually ident if iable health 
informat ion should have. 

(2)  The procedures that  should be established for the exercise of such r ights. 

(3)  The uses and disclosures of such informat ion that  should be authorized or 
required. 

(c)  REGULATI ONS.- -  

(1)  I N GENERAL.- - I f legislat ion governing standards with respect  to the privacy of 
individually ident ifiable health informat ion t ransm it ted in connect ion with the 
t ransact ions described in sect ion 1173(a)  of the Social Security Act  (as added by 
sect ion 262)  is not  enacted by the date that  is 36 months after the date of the 
enactment  of this Act , the Secretary of Health and Human Services shall promulgate 
final regulat ions containing such standards not  later than the date that  is 42 months 
after the date of the enactment  of this Act . Such regulat ions shall address at  least  
the subjects described in subsect ion (b) . 

(2)  PREEMPTI ON.- -A regulat ion promulgated under paragraph (1)  shall not  
supercede a cont rary provision of State law, if the provision of State law imposes 
requirements, standards, or implementat ion specificat ions that  are more st r ingent  
than the requirements, standards, or implementat ion specificat ions imposed under 
the regulat ion. 

(d)  CONSULTATI ON.- - I n carrying out  this sect ion, the Secretary of Health and 
Human Services shall consult  with- -  

(1)  the Nat ional Commit tee on Vital and Health Stat ist ics established under sect ion 
306(k)  of the Public Health Service Act  (42 U.S.C. 242k(k) ) ;  and 

(2)  the At torney General. 
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